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A8 Attempt ny two of the follow
What are the typrcal conte ts

[Time: 2% Hours] .
Please check whether you have got
N.B: All questions are compulsory.

" Make suitable assumptions where
Answers to the same question mué o
Numbers to the right indicate marks.: .
Draw neat labeled diagrams whe
Use of non-programmable ca’l;ulat
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Attempt any two of the followmg
Explain Phishing and Pharming atta ks in

Explain the principles of security.

List and explain types of cri “rnal attracts;
Explain Hill cipher with example 0,8

Attempt any two of the foIlowmg SOV :
List all the algorithm mode§ in cryptography Explaw any two m

How DES works? Explam

Explain in detail one round in IDEA

What are the features of blowfrsh a gonthm? E ”pl_a
blowfrsh algorrthm }

h‘*ekj,st’epsw'in encryption process using

Attempt ny two of the followmg :
Compare symmetric and asymmetnc key cryptography usrng their various characteristics.

_How Hash based Message authentlcatlon works? Explann

Explam the concept of: Drgltal Envelope
‘How RSA can beused. in drgrtal srgnature' Explarn in detail.

digital certificate?
Describe the role of CA in crea" on />‘revc’>cation of Digital Certificate.

- .What |s cross: certn‘lcatlon? Why rs needed?
Draw. and explam the format of CRL

Attempt nyt of the foH 0 "'mg
List phases ofSSL handshake Explain any two phases in detail.
Draw and explaln SET model

g Wnte a note on VPN

Explam drfferent flrewall configurations.

ptions made. -
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Attempt any two of the following:
What is authentication token? Explain its working.
Explain how Challenge / Response tokens works.

Write a note on single sign on approaches.

Attempt any three of the following: 5
Explain Diffie Hellman Key exchange algorithm with
Explain processes in each round of AES

Explain PKS# 14 Pseudo-random Num
Explain PGP operations. ¢
Write a detailed note on biometric



