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Paper/SubJect Code: 88702 / Securlty in Computmg : _ ’“‘w
o o\ \Mv .
TIME: 2% Hours -<L C - Total Marks 'ZS
N.B.: (1) All questions are compulsory. & : F ) & S
(2) Make suitable assumgtlonswherever necessary aﬂd state the a:.,summlcms made.
(3) Answers to the same gue‘s‘non must:be wrltten together o~ i Q7
(4) Numbers to the r right mdleate marks - -5 A “
(5) Draw neat labeled diagrams whérever necessag AN 20 L.
(6) Use of Non—groa, rammable caiculators zs allowed b
1. Attempt any mree--:;f the foll();’ing' - | (\ N ~ | i W"
a.  Describe three Ds of seeur;,ty in eentext of your. an home atid orgamzaﬁon
b.  Comment on“The defender has lhe 1mp0351ble job of protection than %e job of attacker ?
¢.  Give thesi g,mﬂeanee ofa defense mode] Onlon model
d.  Explain the fo]lowmg E-mail worms, 'l‘ro_lans £ : m
e Listand brief the different form of Man—m the- mlddle attacks (MITM) 2
f. Discuss three aspects. of CIA triad:" S ; A
2. Attempt any t!zre ol‘ the 1ollowmg i N o o ¥
a.  What is the concept of zoning in the fundamental storage mfrastmcture‘?‘ Expiait;.
b. “Explain the Certificate ‘based mechanism ef Aulhenncatlon ' o
¢. Describe the asymmelr:c and symmetrle l{ey enerypglon
d.  Discuss the conicepts of different Database backups
e.  Explain the foIlowmg terms: Hl_}ackmg, Phlshmg w . 2
f. " Summarize the steps of the authentmahon process of Smart card 1mpIementat10n.
3. Attempt any three of the followmg &
4. - Explain the following terms NAT, PAT. b 2
b.  Write a short note on the Cisco Hierarchical Internetworking model.
¢. Describe the concepts of Netwoxk hardening.
d. " What are the > mandatory features of Firewall? Explam
e. Explain switches and Hubs, : R
f. Which are the dlffe_lgent form of'wireless aftaeks? Explain.
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4. Attempt any three of the following: .~ A .
a.  Give the significance of IDS. o ? »« e ? . 8
b.  List and explain the steps of sugcesgﬁﬂ IPS»d?—:“ploymentiilan. kel ’ _
¢. Describe the evolution of modérn VoIp .@Bﬁamunicgéfén with its élomponent's:. ' -
d.  Explain Network Protocol Attacks. <5 &
€. What are the types of c;_IaEsic secgg’_ﬁi models?jﬂEkplain. _
£ Write a short note g\nﬁccess qu}rol List. > \& oy e
5. Attempt an y three of tl_le;'lelowing-:l_;‘" . Y

- Explain the 'ciassiﬁca;i_éi; of corporate physical assets.

2

ocation?

<

Which f_acéors have {0 be considered in physiéal security while choosing a s_jt_c'ii

Explain.. E

4

Write a short note on Cusag\am Remote Adminis_t?aﬁon.

L3

[=5

. ‘Describe the 'differen.t;_pﬂases of Secure Devel_'é:bment Lifé’ i;:ycle (SSDL). B |

Give tIgeQBeueﬁ ts of Cloud Coniputing S _ec-:ui'ity services, ’ .
f. What are the general types of attacks in web applications? Explain.
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