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{ Larks TS &
{1} Ali questions are compulsory.
{2) Make suitable assumptions wherever necessary and state the aseumntwrs rnade
(3) Answers to the same aquestion must be written ogethe. o s )
(4} Numbers to the right indicate marks. ’
(5) Draw neat iabeled diagrams wherever necessarv.
{6) Use of Non-programmabie calculators is a owed

Attempt any three of the foilowing:

What are the importance of information protection? E Explain W,J" examp!e
Explain various components used to buiid a security program. ]
What are the three recognized variants of maiicious momle code? Expna1
Write a short note on Network-Layer Attack. :
Explain the two most common approaches of SeChnt)

Explain the best practices for network aefew

Attempt any three of the iollowmg

Define authentication. Explain two Darts of: authenncatlon

Explain the authorization systems: :

Explain public key Cryptography

What are the three primary catego*les of storage mfraatructure in -..odﬂm gtorage security?
Discuss. : :

Write a short note on integrity nsks

Explain Database-Level Security.

Attempt any three of the followu-g
Explain the Cisco Hierarchical Internetworkmg rrode}
Explain network availability and security.

-Write a short note on-hubs and sw1tches

Explain the features of firewall,
Explain the five different types: of w1reless attacks
What are the countermeasures agamst the p0331ble abuse. of wireless LAN?

Attempt any three of the followmg.

Explain intrusion DeIense System types and detectlon models.
Write a short note on Security Information and Event Management.
What are- compepents of V01ce Over IP‘? Explam

Write a short note on Private Bank Exehanﬂe

Explain different classic securlty models.

Write a-short note on trus*wortny computm.q

Attempt any three of the followmg

Define virtual machme How is hyperwsor responsible for managing all guest OS installations
ona VM server?

What is cloud: computmg‘7 Explain the types of cloud services.

Explain the application security practices and decisions that appear in most secure development
lifecycle. v

Explain the reasons for remote administration security. What are advantages of web remote
administration?

Explain the security considerations for choosing a secure site location,

Explain the different factors for securing the assets with physical security devices.
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