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Faper / Suhject Code: 887fi2i Security in Computing

(2% Ilours)
[Total Marks: 75]

N. B.: (1) 4U questions are QelqpUlEelf.
(2) Make s!I!!ab!qa$urnp!Iq4! wherever necessarl, and state the assumntions made.
(3) Answers to the same questiqq must be Udtlgffggglbel
(4) Numbers to the right indicate marks..
(5) Draw neall laLeled diagrams r,vherever necessary.
(6) Use ol Nqn prqelalulxAble calcuiators is a[qrryed.

Attempt anv three of the following:
Explain 3D's (Defense, Detection, and Deterrence) aspects of security can be applied
to any situation.
Explain various ApplicationJayer attacks which include any exploit directed at the
applications running on top of the OSI protocol stack.
Write a short note on CIA Triad Model with reference to Security in Coraputing.
With the help of diagram, explain how Onion Defence N4odei is better than other }zloriel
for security.
What is meant by Zone of Tr-Lrst? Explain the importance of Zane of Trust for
communication through with diagram.
What are the various countemeasures that, anyone can implement to minimize the risk
of a successful attack?
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Attempt anv threq of the following:
Explain different types of Authentication in detail.
How Kerberos Authentication Process takes place? Explain each step i,vith diagram.
Write a short note on Certificate-Based Authentication.
What is meant by Extensible Authentication Protocol (EAP)? Explain its different
types.
Explain role of PKI (Public Key Infrastructure) in Security in Computing and Structure
and Function of PKi.
"Each layer of security is designed for a specific prilpose and can be used to provide
authorization ru1es". Explain this statement with reference to Database Security l-ayers
and its types.

Attempt any three of the following:
Explain different layers of two-tier network fundamentals.
With reference to OSI model in which layer does Router operate? Explain the working
of Routing Protocols.
Write a short note on ditTerent generation of Firewalls.
Explain role of ICMP, SNMP and ECHO in nehvork hardening.
With the help of diagram, explain working of Bluetooth Protocoi Stack.
What is meant by Wireless Intrusion Detection and Prevention? Explain working of it.
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Faper / Subject Code: gg7CIZ / Security im Compertierg

Attempt 
_gttL 

t& r e g of the following ;
write a short note on two types of lbs Generation in brief.what is Private Branch nx.hung" rrexjz Explain how it can be securedHorv Mandarory Acce_ss co"t olrirt, iiaicrr differ fi.om Discretionary accessgontlol lisrs (DACLs)? Explain.
Explain working of Biba and clark wilson crassic Securif Moders.

#};lli::lJ,f Security R.r.r.r." u*itor? Exptai, w.J"i, security Reference
Explain main problems of TCp,lp.s lack o[securirv.

15

15

d

e

-{

:._- .A-.1tem.pr 
anv three of the following:
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by Hypervisor machine? Exprain why ir is necessary ro protect rhis

*: Write a shorl note.on Security Benefits of Cloud Computing.c' with the heip of diagram expiain G concept of Secure development lifecycle in Agile.d' Explain phishing -..t unrrrrl urra iD,s aspects of securify with reference to it.e' Give a reason in brief, why it is mandatory to update appiication patches?Explain vadous mechanisms for eaSily ,pbutirj;;il;i""r.f Explain various concerns for web ,ppti.utio, ff;ry;;;e considered wirh referenceto Security in Computing.
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