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1) All questions are cornpulsory,
2) Figures to the right indicate marks.

3) trllustrations. in-rlepth answers and diagrarns will be appreciated.
4) Nlixilrg r'{'su1.'-qrrestions ir not allowed.

Attempt All the Questiorrs
h{ultiple Choice (Juesticns:

The securit.v. functionality. anci ease of use triangle illustrates which cancept?

a) As securitv increases, fuuctionality and ease of use increase.

p) As security decreasr:s, func,tionality and ease of,use increase.

c) As security decreases, tunctionalitv and ease of use decrease.

di SecLrrity does riot affec{. fi.rnctionalitl and ease oIuse.

2. lMl-rat is the next step to be per{bnned aflsr footprinting?'

a) Enumeration p) Scanning

c) Systern hacking d) Active intbrnraticr-r gatherirrg

3. i\slookup can be useil lo g*ther information regarding which cf the foliorving?

a) l-lost flalres and iP addresses b.1 Whois intormation

c) DllS serYi"rr 1,0.raiitn*s d) Name server t;4res and operating systems

(lsh"I)

5 Which oi the foilorving aitacl<s can he perpetrated by a lrauker against an organization v,rith

rvealt physical secirrity controls?

a) Denial of seryice

r:i [-lardware lceylogger

(b) Fill in the blarrhs 1'L1se foliorving pool to answcr questions)

[IIncryption, active, hcnevpot, t]oS, LAIVD, passive, hasir, il*eket]
attack, ;rn attacker finds an active sessicn aird t*kes over the session by using

tools that predict tlie next sequence number used in the 'fCP ssssion.
A --- ta 

-- atracl( rvcrks by'preventing legitimale users fiom accessing the system.

" -9*-- sni{fing allorvs individuais tn capture dala as transrnil.ted over th,: networlt.
is the i:i:st countermeasrre to session hijacking.

is a systeni cesigner! to ettract pr*bes" attacks anci poterrtial expioits.

4. What are tlre three types of scanning?

|) Port, network and vulnerability

c) Crey, black and r.vhite hat

b) Fotl, netrvork and sr:nzises

d) Server, ciient and network

b) Raclio frequency jamnring

ri) Banner grabbing
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b Paper I Subject Code: 87007 I Ethical Hacking

(c) Ansu,er in OIt.I[, or TWO sentences:

L Define lPSpoofing
2. Wlrat is clicl< Jacking?

3. What is revers$ WV/W sheil?
4. What are the wa3,s in rvhich aa fDS is able to detect intrusion alte nrpts?

5. \Vhat is a Security 1*9.'l

Attempt the following (Any THREE)
What is malware? Expiain in brief corcept of Virus.
What is Information Security? tsxplain Asset, Risk, Threat, Vulnerability with respect to

Explain the loilowirrg terms:

a. Eavesdropping b. Man-in-the-middle
What is Cookie Tlieft? Explain its functionality.
Defire sessiorr Hi.jackiirg. f)escribc the three steps involved in session hijacking.
Exffiin the term Dc,$ and list the types of DoS attack. '
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(lsrvliAttempt the lbll*wing (Any TIIR[,E)
Explain Blach, (iray nrrri White Box Penetration Testing rnethocls in r3etail.

Write a short n*ie on Crawlirig q,ith suitable exampie.

\lrhar is Scanning? List anclexplain types of scanning performed.
\,\/rite a slror[ noLc on securiry testing plan.

l-.',ptain Cross site rcqrrest forgerl.
Define'I'[rreat. Explain iterarive pr'ocess in Throat Mocteliing.

Attempt the follorvinS {Any'TI{REE)
Write a sirort note on MAC Spoofing.
Compare Windows and l.,inux operating s),stems on the basis ol'
tbll<;rving point:

a. Custornizai:le h. Security c. EfTiciency
Expiaiir in brief Stegancgraph-r rvith respect to hackiirg
What is VOIP? Explain in rietail any two VOIF vulnerabiiiries.
Hxplain irr brie f the rnetasploit fi*inework.
tlescribe the Intrusion detection system.

Attempt the f'ollowing {Any T}IREE)
De{ine Attack and Explain types of attaelcs.

De frne the Term Vulnerability. Explain any twa irom the fi:llcwing.
a, XSS i:. SQI, Injection c. lnsufficient logging and monitoring

Explain pattern matching to kncwn vulnerability Database
Define the Following:

a. Penetration testirig b. Vulnerability.Assessment c. NDA
d. d" Packet Sniffing e. Scanning

What is OWASP mobile tr:p 10? Explain any one in detail.
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