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i) Ail questions are compuisory.
2) Figures to the right indicate marks.
3) IllListrations, in-depth answers and diagrams willbe appreciated.
4) Mi.xing of sub-questions is not allowed.

Atternpt AMIOVB from the following:
Differentiate between substihrtion technique and trairsposition technique in
eircryption.
Briefly define categories of security mechanism. ,,
State and explain steps involved in RSA Algorithm.
Llsing a sinrple cohmrnar transposition cipirer, encrypt the given plaintext message.
Plaintext; N IITWORKSECUR.ITY, Key: LEMON
What are the compouents qJ.simple symmetric cipher model? Explain witir suitabie
cliagranr,
Describe the Feistel Sirucrure u{'encryption & dccryption.

Attempt AN.Y FOUR fiorn the following:
Di:fine message authentication, what are the requirements of message
authentie atlon?
Describe X"509 ceftiflcate fbrmat rvith suitable diagram,
what is the purpose of the secure Hash Algorithm (SHA) in cryptographic
applications? Explain how variants of SHA diff'er fi'om one another?
Explain the two approaches of Digital Signature.
Wrirc a note on Kerberos.-
Aiice and Bob want ter securely cornmunicate using the Dillie-Hellnlan Key
Exchange urethod. Given the tbllorving pararneters : Frime nurni:er p = 5,
Generator g : 3. Alice's private key: 3, Bob's private key = ) <-'t

Calcirlate Alice's public key, Bob's public key. And also compute the shared secret
key using the public ke5,s.

Atternpt A.LIY }-OUR from the following:
How does Fretty Cood Privac"v(PGP) encrlption rvork?
l.]escribe S ecure Hl ec tron ic Transacti on ( S FIT).

Write a strort nolr: on Secure/llultipurpose Internet Mail Extensions (S/MIME).
lixplain IF security architecture.'
Define virus, State ar:rl explait any four tlpes of vinises.'
\tu'hat is Intrusion Detection Systeni(IDS)? State and explain different types of IDS.
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Q.4 Attempt Af{Y-III E from ttre following:
iai-" Explain any hvo active attacks.with suitable illusratior:, L-

(ir) u-Stiite design objectives of HMAC. '(c) What is packet lhltering firewall?
(d) L.iow dces Electronic Code Book (ECB) encryption mode operate?
(r) Expiain three charcteristics of hash function,
(0 tlefine lhe role of honeypots,
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